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Abstract—Deep learning has been widely applied to fingerprint
localization due to its powerful feature extraction capability.
Traditionally, deep learning-based techniques require centralized
privacy data collection, which may not be feasible in realistic
application scenarios. To address this, a distributed collaborative
framework called federated learning has been introduced. This
enables fingerprint localization with data privacy requirements
in mobile edge computing, where training occurs at distributed
clients without the need for data sharing, and clients only need to
upload model parameters to the central server for further pro-
cessing. Nevertheless, the consequent issues of non-independent
and identically distributed (non-IID) data and noise caused
by decentralization significantly influence the performance of
federated learning in practice. To this end, we propose a robust
and fair federated learning framework based on Ditto to handle
the fingerprint localization problem, where a regularization term
is introduced for the loss function of local model training
on clients to address noise-contaminated and non-IID data.
Numerical results demonstrate that our proposal outperforms
traditional federated learning methods in terms of localization
accuracy.

Index Terms—Deep learning, fairness, federated learning, fin-
gerprint localization, mobile edge computing, robustness.

I. INTRODUCTION

The localization of mobile devices holds paramount impor-
tance in multitude applications for mobile edge computing [1],
including navigation, mapping, location-based services, and
context-aware computing [2]. Currently, the global positioning
system (GPS) is widely used for outdoor localization due to
its global coverage and relatively high accuracy. Nevertheless,
GPS signals can be obstructed by various factors, such as tall
structures and dense foliage, leading to inaccurate localization
results [3]. Moreover, GPS technology consumes a significant
amount of power, which negatively impacts the battery life of
mobile devices.

To address this issue, cell tower triangulation methods, such
as time-based and angle-based localization methods, have been
utilized [4]. In time-based methods, the time of arrival or
time difference of arrival of incoming signals is measured
to calculate the terminals’ location. In angle-based methods,
the angle of arrival of the received signals is measured to
determine the terminals’ location. These methods require the
locations of the base station. Whereas, if base station location
information is maliciously exploited, it can lead to network
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attacks or other security issues. Therefore, it is difficult for
mobile devices to obtain such information [5].

Fingerprint-based localization technology has emerged as
a promising alternative to address the limitations of GPS
and other traditional methods [6]. As compared to GPS,
fingerprint-based methods offer enhanced power efficiency by
harnessing the distinctive characteristics of radio signals in var-
ious locations [7]. Unlike time-based and angle-based method-
s, fingerprint-based methods are independent of base station lo-
cations, which provide flexibility in establishing and updating
the fingerprint database [8]. Consequently, fingerprint-based
localization holds great potential for delivering precise and
dependable location information [9].

By automatically extracting and representing features from
raw signal data [10], deep learning techniques have revolution-
ized fingerprint-based localization. The authors in [11] propose
an angle-delay channel amplitude matrix fingerprint extraction
method based on deep convolutional neural network (CNN).
The authors in [12] propose an interpolation-aided fingerprint-
based localization system architecture, incorporating a deep
autoencoder to handle missing samples and outliers.

Applying deep learning models needs a substantial amount
of labeled training data, which requires aggregating small data
sets collected from a large number of mobile users. Whereas,
collecting a sufficient number of samples for training models
is not only costly but also raising significant data privacy
concerns, especially when location information is involved.
Federated learning (FL) has emerged as a distributed deep
learning framework for privacy protection [13], fundamental
concept of which is to exchange the weights of clients’ model
rather than raw data. By enabling model training directly on
clients’ devices and model aggregating on a central server,
FL eliminates the necessity for transmission of massive train-
ing samples and centralized storage of location data, thus
ensuring the clients privacy and communication efficiency.
Consequently, FL provides privacy protection and data security
for users. In [14], a novel FL model update method for
indoor localization is proposed, which leverages local client
reliability through model uncertainty and employs Monte
Carlo dropout for computation efficiency. In [15], a distribut-
ed hyper-parameter optimization scheme is proposed, which
demonstrates near-centralized performance while preserving
user privacy in diverse localization services.

In FL, the existence of non-independent and identically dis-
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tributed (non-IID) and noise-contaminated data across decen-
tralized clients is a common challenge. The former refers to in-
stances where the data distributions across clients vary, leading
to differences in the characteristics of local datasets. The latter
occurs when clients introduce errors or outliers during data
collection or transmission. The variation in data distribution
and noise can significantly impact the performance of FL. mod-
els. For non-1ID data, the model trained on one client may not
generalize well to others, leading to suboptimal global model
performance. The noise-contaminated data further exacerbates
this issue by introducing uncertainties and inaccuracies into
the learning process, potentially hindering convergence and
degrading overall model accuracy. A model trained on non-
IID and noisy data may exhibit vulnerabilities to adversarial
attacks or fail to achieve equitable localization performance
across different clients, resulting in a decrease in robustness
and fairness. The studies mentioned above primarily focus on
global localization accuracy by testing the averaging model on
the overall test set, while often overlooking the crucial aspects
of robustness and fairness in the face of noisy and non-1ID
data. By considering these aspects, our proposed FL-based
fingerprint localization method can provide more reliable and
accurate results in real-world scenarios.

In this paper, we present a robust and fair FL framework
for fingerprint-based localization with the consideration of
data privacy. The localization method is decomposed into two
parts: the fingerprint database construction and the database
matching. For the database construction, we utilize a densely
connected convolutional network (DenseNet) with a feature
fusion network, which can effectively capture the unique
characteristics of fingerprints across different locations. To
train the model, we leverage the Ditto-based FL framework,
which introduces a regularization term for the loss function
of local model training on clients, facilitating the model
to handle non-IID and noise-contaminated data and achieve
robustness [16]. For the database matching, we provide a
two-stage matching method, where the rough matching range
is determined based on the information of the serving cell,
and the final position matching is achieved by utilizing the
information of neighboring cells. Overall, our proposed FL
framework achieves high location accuracy while ensuring the
robustness and fairness of FL, making it a promising solution
for fingerprint-based localization.

II. PROBLEM FORMULATION

An FL based outdoor localization system with B base
stations and K participated clients is considered. The received
signal strength (RSS) is used as the fingerprint, a measurement
of the power present in a received radio signal. And the
E-UTRAN cell identifier (ECI) is used to identify cells.
As shown in Fig. 1, the RSS measurements and location
information reported by clients are exploited to construct the
fingerprint database of the target route, which helps realize the
localization of the clients.

We assume that the route is divided into P points, and the
distance between each point is d,,. The set of points is denoted
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Fig. 1: An illustration of the fingerprint database.
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Fig. 2: DenseNet based RSS estimation network.

by G = {cp}le, where ¢, is a two-dimensional coordinate.
Let R, denotes the RSS measurement of B, cells, including a
serving cell and several neighboring cells at a point ¢, given
by

ECTI, *

RSSy

where FCI, denotes the ECI of a cell b and RS'S;, denotes
the corresponding RSS value. Specifically, ECI; and RSS;
denote the ECI and RSS values of the serving cell at a point,
and others denote the neighboring cells. Let Gy = {¢,, },_; be
the set of N non-measured points and Gp; = {cm}le be the
set of M measured points. R,,, denotes the RSS measurement
at point ¢,, and R,, denotes RSS value at non-measured point
Cp-

The construction of fingerprint database involves estimating
the RSS values at all non-measured points with RSS values
and location information of the measured points. Based on
the fingerprint database, a client can be located by matching
its RSS measurement R’ with the fingerprint database to
accurately determine the location.

ECIp,

[ ECH,
R RSSp, |

= 1
P RSS;y O
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Fig. 3: FL-based fingerprint database construction framework.

III. DENSENET BASED FINGERPRINT DATABASE
CONSTRUCTION SCHEME

The process of building the fingerprint database entails the
estimation of RSS values at unmeasured points, a task reliant
on the analysis of spatial correlation within the RSS values.
Deep learning, renowned for its proficiency in capturing s-
patial relationship across features, proves to be an effective
methodology for addressing the challenge of estimating RSS
values at unmeasured points.

Subsequently, the DenseNet is employed to exploit the
relationship across RSS values at distinct locations [17].
DenseNet’s efficiency in feature extraction and modeling
intricate spatial dependencies makes it an apt choice for
this endeavor. For a non-measured point, we use the RSS
measurements and location information of neighboring N,
points. We have N, samples for training with the ith original
sample consisting of a feature sample x; and a corresponding
label y;. The feature sample X; consists of a location feature
sample 1; and an RSS feature sample r;. 1; € RNe*2 denotes
the coordinates of the neighboring N, points and the non-
measured points. r; € RY<*Br denotes the RSS of B, cells
from N, points. The label y, denotes the RSS value of the
non-measured point. The input data for the model includes the
coordinates of unmeasured points, the coordinates of measured
points, and the corresponding RSS values. The output data
comprises the RSS values for the unmeasured points.

As shown in Fig. 2, to employ feature extraction from
the input data, we introduce a location and RSS features
fusion network, which contains a convolutional layer, a batch
normalization layer, and an activation layer [18]. This net-
work exploits the relationship between distance information
and RSS values. The DenseNet feature extraction network,
which contains a convolutional layer, a dense block, and a
concatenate layer will further exploit the spatial correlation of
the RSS values across points. This integration empowers the
neural network to concurrently capture distance information
between target and known locations, alongside RSS infor-
mation, thereby effectively exploring the spatial correlation
among RSS values.
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IV. ROBUST AND FAIR FEDERATED LEARNING
FRAMEWORK

A. A Federated Learning Framework

Consider a fingerprint database construction system with K
clients. The global location and RSS values dataset is given by
D = {(cp, Rp))};j:l. To exploit the spatial correlation of RSS
values at different points while protecting the clients’ private
location-specific data, we have adopted an FL framework to
train the model [19]. The k-th client needs to train the local
model F}, based on the local dataset D), C D. Then the local
model will be uploaded to the center for aggregating the global
model G.

As shown in Fig. 3, the FL framework consists of informa-
tion interaction between the central server and clients with 7’
global rounds. At the ¢-th round, the FL system includes four
steps: global model initialization, local model training, global
model aggregation and model fusion.

Global Model Initialization: The central server initiates
the global model based on historical fingerprint data. This
global model serves as the cornerstone for collaborative model
training across decentralized clients. It acts as the starting point
for following iterations, during which local models are fine-
tuned and integrated to improve performance.

Local Model Training: In this step, each participating client
receives a copy of the global model GG. Using local dataset
with NNj samples, each client independently train their local
model F}, and update the model weight wy,. The objective is to
minimize the loss function L (wy), which can be formulated

as:
N

1
Hulin Ly (wg) = Nil,b ZL(yia Fk(xi);wk) @)
; S i=1

The training involves multiple epochs, enabling the models to
adapt to the specific patterns and characteristics within each
client’s local data. During training, model weights are updated
using stochastic gradient descent method.

Global Model Aggregation: The updated local model weight
wy, 18 then transmitted to the central server. The server aggre-
gates these updates to create an updated global model G with
weight w. This aggregation step can employ techniques like
federated averaging (FedAvg) algorithm [13] to combine the
local model effectively, which can be given by:

K

b=y

k=1

| Di| o
K v )
Zk:l |Dk|

Model Fusion: The newly generated global model is shared
back with the individual clients. This process merges the glob-
al knowledge with the client-specific information, enabling the
models to benefit from both global trends and local insights.

3)

B. Robustness and Fairness in Federated Learning

FL stands to produce highly accurate models by aggregating
knowledge from disparate data sources. Nevertheless, to de-
ploy FL in practice, it is necessary for the resulting systems to
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be not only accurate, but to also satisfy a number of pragmatic
constraints regarding issues such as fairness and robustness.

Specifically, robustness refers to the system’s resilience to
outliers or adversarial behaviors in data, ensuring that the
model can perform consistently across diverse and challenging
scenarios. Fairness, on the other hand, underscores the ethical
and equitable treatment of data from various sources, pre-
venting biases and discrimination in model predictions. Both
robustness and fairness are essential in FL to guarantee the
reliability and equity of the collaborative model, especially
when dealing with non-IID, noise-contaminated data sources
and complex real-world applications. These principles not only
enhance the model’s performance but also contribute to its
inclusive use in various domains, making them fundamental
considerations in the FL framework. Nevertheless, simultane-
ously satisfying these varied constraints can be exceptionally
difficult.

In outdoor fingerprint database construction system, RSS
value at each point may be affected by different factors in
urban environment, such as distance-dependent propagation
loss and small-scale fading, leading to the fact that the data
collected from different clients are non-IID. Moreover, clients
may introduce errors or outliers during data collection or
transmission, which makes the data noise-contaminated. These
are the main causes leading to a decline in fairness and
robustness.

To measure robustness, we assess the mean test performance
on benign clients without noise-contaminated data. Specifical-
ly, we consider model F; to be more robust than F, to a
specific attack if the mean test performance across the benign
clients is higher for model Fj than F, after training with
the attack. A model F} with weight w; is more fair than
F5 with weight wy if the test performance distribution of
F} across the network is more uniform than that of Fj, i.e.,
std{Lk(wl)}szl < std{Lk(wg)}szl, where Lj(.) denotes the
test loss on client &, and std{.} denotes the standard deviation.
Due to the non-IID data in FL networks, it is possible that
the performance of a model varying significantly across the
clients. This concern, also known as representation disparity,
is a major challenge in FL, as it can potentially result in uneven
outcomes for the clients.

To explore the possible fairness and robustness benefits, we
introduce a global-regularized FL framework which proposed
a regularized objective named Ditto for local model training
[16]. A regularization term is incorporated to encourage the
personalized models to be close to the optimal global model.
The resulting optimization problem for each client k is given
by:

“

) A
min hi (wi;w) := Ly (wg) + 3 llwr — wl|?.
Here the hyperparameter A controls the interpolation between
local and global models. When A is set to 0, Ditto is reduced
to training local models; as A grows large, it recovers global
model objective. Without adversaries, learning a single global
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Algorithm 1 Ditto Based FL for Fingerprint Database Con-
struction
fort=1:T do
Server sends w' to K clients;
fori=1: K do

t.
B

wh=w
Update w}, for s local epochs:
W = by (VB () 4+ (" — )
end for
Server updates wttl as (4);
end for
return {w},, w.

Algorithm 2 Fingerprint Based location Algorithm

Initialize o* = 0, S* = oo, ¢* = (0,0),C = 0;
fori=1:P do
for j=1:B5, do
if R;(4,1) = R'(1,1) then
add R; to the set C;
end if
end for
end for
for (R,c) € C do
for m =1: B, do
for n=1: B, do
if R(m, 1) = R'(n,1) then
a=a+1;
end if
end for
end for
if o« > o™ then
Calculate S as (5);
a* = q;
if S < S* then
S* =5,
¢t =c;
end if
end if
end for
return c*

model is optimal for generalization. Whereas, in the presence
of adversaries, learning globally might introduce corruption,
while learning local models may not generalize well due to
limited sample size. Ditto with an appropriate value of A
offers a tradeoff between these two extremes: the smaller A,
the more the local model Fj can deviate from the global
model G, potentially providing robustness at the expense of
generalization. In the heterogeneous case, which can lead to
issues of unfairness, a finite \ exists to offer robustness and
fairness jointly. The Ditto based FL algorithm is summarized
in Algorithm 1.
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V. TWO-STAGE DATABASE MATCHING ALGORITHM

In this section, we provide a fingerprint-based localization
method. As outlined in previous chapters, a database encom-
passing ECI and the associated RSS measurements of each
point is constructed. The location algorithm aims to determine
the coordinates ¢* for a client with RSS measurement report
R’ based on the fingerprint database D = {(ep Rp))} -
Nevertheless, due to the large number of points in the database,
an exhaustive search to find the target point is impractical. To
address this, we propose a two-stage location algorithm that
utilizes information from the serving cells and neighboring
cells.

In the first stage, the algorithm compares the ECI of the
serving cell with the entries in D, resulting in a set C
containing potential target points. This step serves as an initial
coarse localization and effectively reduces the search space.

In the second stage, each (R,¢) € C is matched with R’.
Firstly, the number of cells with the same ECI between R and
R’ is calculated as o and the maximum « is selected as a*.
Among R with o*, the sum of RSS difference between R and
R’ is calculated as S, given by

S=> [R(l,2) - R'(1,2)], )
=1

and the minimum S is selected as S*. The element ¢ corre-
sponding to «* and S* is identified as the coordinates matched
to R’. The details of this two-stage location algorithm are
summarized in Algorithm 2.

The proposed algorithm first utilizes the serving cell of the
target point to narrow down the search space. Then, based
on the RSS values from the neighboring cells of the target
point, the algorithm identifies the point in the database with
the closest RSS values, thereby determining the location of
the target point.

VI. NUMERICAL RESULTS

The dataset used in the experiments was obtained through
on-site measurements and derived from the M176 bus route
with a total length of 2km in Shenzhen, Guangdong Province,
China. Data collection occurred at intervals of 5 meters,
capturing information such as the GPS coordinates, ECI, and
RSS values of the current serving cell and neighboring cells
at each point. We consider a localization system with K = 4
clients, each located at different segments along the route.

We will compare the proposed DenseNet-Ditto method
with traditional convolutional neural network (CNN) and
FedAvg FL framework [13]. Specifically, we compare the
proposed method with the CNN-FedAvg method, the CNN-
Ditto method, and the DenseNet-FedAvg method. Firstly, we
will evaluate the construction accuracy of the fingerprint
database using the root mean square error (RMSE) and s-
tandard deviation (SD). Additionally, we will compare the
localization accuracy achieved by different algorithms when
using the constructed fingerprint database, measured by the
mean average error (MAE). The local model at each client is
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Fig. 4: RMSE against communication rounds.

trained with 100 epochs per round, a batch size of 64, and the
mean squared error loss function.

Fig. 4 shows the RMSE against communication rounds,
which reflects the performance of the global model for each
method. As the number of communication rounds increases,
the global model can better integrate data information from
different clients, resulting in a gradual decrease in RMSE.
The RMSE of the CNN-FedAvg method and the CNN-
Ditto method is approximately 0.8dB higher than that of the
DenseNet-FedAvg and the DenseNet-Ditto method, indicating
that DenseNet with the feature fusion network can effectively
explore the relationship between RSS values and location.
When comparing the two Ditto-based methods with the two
FedAvg-based methods, there is a reduction in RMSE by 0.1-
0.2dB, demonstrating that the Ditto method can enhance the
performance of the model.

TABLE I: RMSE and SD of the Methods.

Method CNN-FedAvg | CNN-Ditto | DenseNet-FedAvg | DenseNet-Ditto
RMSE(dB) 6.24 6.18 533 5.15
SD(dB) 232 211 223 2.09

TABLE II: RMSE and SD of the Methods with Noisy Data.

Method CNN-FedAvg | CNN-Ditto | DenseNet-FedAvg | DenseNet-Ditto
RMSE(dB) 792 6.79 6.94 5.67
SD(dB) 243 2.18 245 2.14
TABLE III: MAE of the Methods.
Method | CNN-FedAvg | CNN-Ditto | DenseNet-FedAvg | DenseNet-Ditto
MAE(m) 38.8 36.4 32.1 30.9

Table I shows the precision of fingerprint database construc-
tion measured by RMSE and the fairness measured by SD. The
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communication rounds 7' between the clients and the server
are set to 40. RMSE reflects the average performance of the
local models in constructing the fingerprint database, while SD
captures the differences in model estimation accuracy among
different clients, thus reflecting the fairness of FL. The RMSE
of the DenseNet-based method is more than 2 dB lower than
that of the CNN-based method, and the RMSE of the Ditto-
based methods is 0.6-0.2 dB lower than that of the FedAvg-
based methods, indicating that DenseNet and Ditto are helpful
in improving the estimation accuracy of the local models.
The variability of the estimation results is similar between
the CNN-based and DenseNet-based methods, but the Ditto-
based methods have a lower SD by 0.1-0.2 dB compared to the
FedAvg-based methods, demonstrating that Ditto can enhance
the fairness of the FL framework.

Table II shows the estimation precision measured by RMSE,
and the fairness measured by SD in the presence of noise-
contaminated training data. The communication rounds 7'
between the clients and the server are set to 40. In comparison
to Table I, the FedAvg-based methods show an increase of 1.6
dB in RMSE and a 0.1-0.2 dB increase in SD. Whereas, the
Ditto-based method demonstrates a smaller increase of only
0.6 dB in RMSE and a 0.1 dB increase in SD. These findings
suggest that the Ditto-based method performs better when
dealing with noise-contaminated training data, showcasing its
stronger robustness in such scenarios.

Table IIT shows the MAE of the proposed localization algo-
rithm under different methods for constructing the fingerprint
database. The database constructed using the DenseNet-Ditto
method demonstrates a reduction of approximately 8 meters
in MAE compared to the CNN-FedAvg method. This result
indicates that the DenseNet network with a feature fusion
structure and the Ditto structure can effectively enhance the
accuracy of fingerprint-based localization.

VII. CONCLUSION

In this paper, we considered an FL framework for
fingerprint-based localization. We addressed the challenges
of noise-contaminated and non-IID data in FL-based local-
ization systems by decomposing the method into fingerprint
database construction and database matching. We utilized
DenseNet with a feature fusion network for constructing the
database and leveraged the privacy-preserving Ditto-based FL
framework. Our approach ensured robustness and fairness by
introducing a regularization term for the loss function of local
model training to handle noisy and non-IID data. For the
database matching, we proposed a two-stage method based
on serving and neighboring cell information. Overall, our
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work presented a Ditto-based FL framework that addressed
robustness, fairness, and privacy preservation in fingerprint-
based localization. Numerical results demonstrated that, with
higher robustness and fairness of the model, our proposal
outperformed traditional FL. methods in terms of localization
accuracy.
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